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", &) DEnNITIONS.-{n this chapter-

-the terms defined. 111 secaoo 2510 have. ~l)eCavely. the mearol1p st.ated In

that sectlon.
- ·c:lil.idenufy'it1l informatioo'-

", AI means all dia.1iJ1l or signallinl informaaon that identifies the oni1n.
di.ntcuon. anonaaon. or tenzunaaon of each commurucauon fenerated or
received by the 5ubscnber eqwpmeat., (acUity. or serv\C:e of a te1ecommuru·
caucns camer that IS the subject of a court order or lawful authonuuon:
but

", B) does not inciude lJ1y u:uormation that may disclose the phY'5ical loca·
tion of the subscnber i esc:ept to the extent that the lccauon may becleter·
mlne<i from the telephooe number).

"'Conurusslon' meaAll the Fed.rat CommuoicatioDS Commission.
. "'government' meaAll the government o( the United States and any agency or
instrUmentality thereof. the DisI::nct of Columbia. any commonwealth. temtorv.
or po5HSslon of the Uaited States. and &Dy State or pouticai subdiVlSlon there<,f
authonze<i by law to cooduC't electZ"Omc survetlla.Dce.

"'informauon sernees'-
"r Al meaDS the offenDl of a C&f)&bility for leneraung. acqwnng. stanni.

trans(ornung. ProceulDl. recnevtoc. uWiziOC. or ma.lr.iDl Ivl1!able mionna­
tlon vta IelecommumcauoDl; and

"( B) includes eieec:ramc publishi"1 aDCl elecaomc messaliDl semces: but
"IC) does not lnclude any capability for a teiecommwuc:&uons camer's in­

lema! ma.napment. coctrDi. or opel'aClOn of ita telecommumc:&uons nel­
work.•

.. 'teltlCOmmuaicatioaa support Ml"Yic:es' maIUI a pradu.e:t. sohare. or service
usec:l by a telecommwW:aClODI c:a.rrier for the intem.&l signaling or 5Wltehing
funcuons of its IelecommUDicatioaa DeCWOrL
"~aunUDicatio_ carrier'-

..,A) mea.a.s a panDC or entity eappet in the traDsmission or switching
of wire or electronic COIDIIlUAicatioaa u a ca&DIDOC ca.mer for hire •""thin
the meanin( of secQon J(h) of the CommUDicaaons Act of 19M 147 G.S.C.
153Ch»};

..,B) includ..-
"m a perlOO or eotity enppd iA pl"OYiciiDI coaunercal mobile Hmet

IU deiin.a in aectioc 332Cd) o( tba Commwucaaons Act of 193.- 1~7
U.S.C. 332Cd»); or

..(til a penoD or ecuty eQPl'lCi in pl"O"riet.iDc win or electrONc eom­
mUDic:atioc swit.c:hiDc or tnIDsmiMiOIl Mn'lce to the eDect that the
CommlM!oO ti:Dda that such lIerYim is a reJtlacement for a substanual
portion of the local te1attboaa qrbeDp Ml"Yic:e aAd that it is in the pub­
lic in..- to .-..a such a ....11 or entity to be a t.e1ecammwuc:auons

. camer forp~ of thi.I cb.a.-r. but .
"tel cs... 00& iDc:lude perIOU or ectic. imIolar as they are ene-leU m

prcMdi.Dc iDtormatioll M:rYlc:eL .

.., __ AaiataBce capabWtr require••D"
"tl) CAPABIl.lr'r R.I:QumzIa:NTs.--E:a:ept u pnmciecl in~Da (b). (e). and

(d) of thia MCtiGn. anA subject to NC'IioIl 260'7(c). a ca141C1D11111lunic:aaoDa. camer shall
euun that ita ""';we or fMili_ that pl'ftide a cu.IIGII*' or subIcriber .ncb the
ability to oriliData. ta. • ct.inle& co-"'I&Diatioaa an ca,able of-

"( 1) eqMlCiit:iaualy iaolat:iDC aDd enabliDa tM ~Ilt~~ to. t1u
aciUlioD of u, other cmND»DjcaUODa. aD win aDd ~DIC COIIUD~UOIU
curiecl by the carrier wiibiD a ...iclI ana tA or from. eqwp~ {Milia.. 01
services of a .w.:::ru.r olludl c:urier COIICUIftDU, waUl their tnllSlD'WOD te
or from the subIIc:rlber'a ...-Ie.. CMilitJ•• eqWplDllllt or at such law tulle &lma, be ~cable tA tha~t; --Il'd .

"(2) ~iiaual, iMlat:illll ucl ersabliac me iO'enIJIM.llt to .-_-I enU
fyiq imormatioa IbM is ...-Dabl,. anil·w• to thecam~ .. .

..(A) before. duriDc. 01' jmmediatal, .... tba en"sm"'" oC a W\ft 0
.1ectnmic COIDIDWlicatioll (or at aw:hlaw tiJDlaa 111&1 be ac:apcable to th
lG'ftI'DZDect): aDA .
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", Bl I.n a manner that &llows It to ~ Usoclat~ Wltn ~he commt;:ucauor
to whItn It ~rtaJ.ns. .

except that. W'\th :-egardto H'..formauon acqwm soleiy pursuant to the 1\:~hor
lty lor pen, r~~te" an.c t:'ap ana, trace aeYlces I as cieiinea In :~uon .311'7
such call'lcent11j1ng In%on:natl~n snail not Induae any informatIon that :n3'
dIsclose the pnyslca1locatlon or the suoscnoer 'except to the extern that • e II)
cauon may be determme<i from the telephone number ': ..

-( 31 aelivenng tnterteptea communlcauons and cail-Idenufying Informatlon tl
the government In a format such that they may be transmItted by mUM 01 fa
cl1mes or ~rvtces procured by the government to a loeaClon otner tnan tn
premIses of the carner: and." "I (acHitaung authonzeQ commurucauons Interceptions and access to eail
Identlfying Informauon unoDu....1Slvely ana W\th a mirumum of interference W'\tl
any sUDsmbers uiecommuJUc:auons 5el'Ylce ana In a manner that prote4:t5-

..,AI the pnvacy ana secunty of eommurueatl0ns ana call·laenc.f\"l.ng It
formanon not authonzeC CD be lnterceptect ana .

", B) Informauon regard.1ng the government's lntercepuon of commUNC41
tions and ac:cess CD c:all·identifyinc Informauon.

"f b I Ll~ITATIONS.-

-( 1) OUICN OF' rt:AT'l..1U:S ."'--';0 SYST!:MS CONrtCCRAnONs.-This chapter do.
not authonze any law enforcement agency or officer-

", Al CD reqwre any sl)eofic delal'D o( features or system configurations I
be adopted by proVlciers oC Wlre or electroniC communtcatlon seMee. mant
facturers o( te1ecocunuruc:auons eqwpment. or proYlciers of teiec:ommua
cauon. SUllll0rt 5ervtces: or

"( BI to prorubit the adopuon of any feature or 5el'Vlce by proVlders of W\1
or elecU'On,u: commwuc:auon 5el'Y\ce. manufae:tunrs of teiecommun;cauoJ
eq\npment. or llroVlders of telecommurueauons sUPll0rt sel'Vlces.

"'2) l:-iFORMATION SERVlCt:S: PRIVATE ~ETWORKS ,""'-';0 tl'o'Tt:RCONSEC'110N SEH:
tCES .....-.;0 FACIU'nES.-The reqw.remenu of subsecuon lal do not apply to-

-, Al Informauon Hrvtces: or
'" B) 5efY\ces or facilities that support the transport or s'W1tdUng o( COl

munic:auons (or pnvaw networks or for the sole purpose of inwrt:Onnecul
telecommulUcations earners.

"'3\ EZ'CRYPTtON.-A telecommunications camer shall not be MtSl'Onslbie I
decrypunc. or ensunng the government's ability to aect'Yl't. any commurucau
encrypted by a subscnber or cusuamer. uDiesa the encrypuon was pro",aed
the camel' and the camer po....... the informauon necessary CD decZ!i't t
eommwuc:ation.

"'el E)lERCENCY OR. EX1Cit:".,. CIRCt."MSTANCES.-tn emergency or exigent c
cumstances I inc:1uciinc those descnbeci in secuons 2518 (7 \ or' 1114 b I anci 3125 of ti
tItle and section 1805'e) of title 50). a camel' at Its discreuon may fulfill its I'M'"
slbilities uncleI' subMCtlon t&lt3) by alloWlng monitonng at lts preauses If that IS I
only me&11l of accoml'Ushing the Int.ereeption or access.

"t d) MOBILE SEIlVlCE ASSISTANCE REQUIR.DtENTS.-A telecommulUcauons can
oWenne a f.aNn 01' service r.hat allows lubtcnben to reclirect. haD.ci off'. or ass
their wire or .1eeuoDic commwucationl to aDOth.r seMce area or another 5m
provider or to ulilize facWe. U1 another MMCI area or of aDOmer Mrnc. prem
shall.ftSUI"I that. wh.1l the carrier that hael been provtciing ulistance for the In:
eepcioll of win or eltlCU'OlUc eOD1mwUcatioDli or access to call·id.nu{yinllniormal
P1U'SUaJ1t to a coun order or lawful authorizauon no longer h~ access to the CODI
oC such communications or call-idenufyinl informauon WlUUn the Hmet ara
which intue:epcioll hu been occu.mnc as a reswt of the subscnber's use of sue
(..tun or Mmce. informauon IS made avallable CD the government \before. dur
or immecliatel, after the transfer of such c:ommUDlcauons) idenufytnl the pl"D"r
oC win or elecuon.u: commwueation sernce that hal acqwred acceu to the eom
nicaciou•

.., leo:L Notice. 01 capacity require••Dca
"I a) NancES OF MAx1MUM Al'tD ACTUA1.-CAPACnT REQClREMEl\"1'S.-

"Il} IN GENERAL.-Not later thall 1 yeu after the date of elUlamant of
chapter. aftar consultinc W1tA State &D4 local law eniOl'Cltlllllll apnaet.
eommunicaCiollS earners. providers o{ telecommwucauonl IUPpon ..mces.
manufactUrers of telecommumc:ations equipment and a~r noace aDd calM
the Attomey General shall publish in the Feelerai RIIlJWI' aDel 1'l'OVldl "
propnate telecommwucaaons camel' a.uociatioris. stanciard-..nmc orp
tiou. anet {or a-
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"f A> notice of the mnu"um c.a~aClty reqwred to accommodate &ll of the
com.murucatlon Ulten:e~Qoas. pen "liSters. &Dd tftp ana trace deytees that
the Attorney General estUD&tes thae ~ent J.ienat5 authonze<i to
co!!'duet electn:ltllC surveillance may conduct &lui use sunuiuneously: and

(B) noace of the nu.mber of egmD1WUtaQon iotereepaons. pen l'e(tsten.
and trap and trace devu:es. re~~l1tu11 a portloo of the ma:mnum capaaty
sec forth under suDpa.rqraph IA). that the Attorney Genera! esumates that
government agencies authorueci tD conduct etectr'Ol11c surveillance may eon­
duct and use sunwtaDeously a.n.er the Catoe that 15 4 years anar the date
of enactment of thi5 chapter.

-'21 BASIS OF NanCt:5.-The DOUces ISSUed under "arqral)h • 1\ may be based
upon the type of tqwpmel1t., type of sel'Ylee. number of 5ubsc:nbers. geognphle
Iccaaon. or other m.asurw.

"/ bl COMPllA.'lCE WITH CAPACm NancES.-
"'1> IstTlAl. CAPAcrrY.-Withil1 3 years after the publlcauon by the Attorney

General of a nocice of ta~ty reqwrem'Dta or W1thi11 4 yean wr the date
of enactmene of this chapter. whichever is loacu. a telecammurueauons carner
shall ensure that Its synema aft capable of-

", AI eXl)anding to the mn,mum capacity set forth in the nOUce under
subMC'Uon I a J( 1)(A>: &DCl

"C S) accommociatiac simultaneously the number of inr.ereeptions. pen ret·
isters. and trap &Dei trace devlces see forth i.n the nouce under subsecuon
la/tiltS>. •

"r2) EXPANSION T'O MAXIMt1M CAPACrTT.--After the date described in para.
graph 11). a telecammumtaQQI1.S c:an;er shall eawn that It can accommodate
eXl)edicio\Wy any mcreue ill the number of egmmunicaDOD mteree"aons. pen
r"eI1Sters. and trap a.nG tn.CI.drnCft that auwn.a &pDCes may seelt to con­
duct and use. up to the m'mmum capaCIty I"'eq\UreIDel1t set Conn 10 the noue.
uDder suCMC"CioD laX l)(A)•

..( C) NanCES OF lNC1U:ASED MAxDn1M CUACrr'( REQU'lBMENTS.-
"f 1) The AltOmey GeDeral shall periodica11y pnmcle to telecommunications

camers wnttel1 aoticl ol &Dy MC "..,~ ll1 the m'mmum cap&cuy re­
qwrement set forth in the DaQce UDder 111"'1 DOD (all lXA).

"(2) WithiD 3 yean aftar I"8CIiYinc writtan DOCice of increuecl capacity ~
quinments UDder p&rap'llph (U. or wiCbiA sudlloapr time penod u the Attor·
M1 Geun.l may specifJ', a ~UDicationa curler shall ensure that Its S1'''
tIIIIS aft capable of ftl'8ndjDC to the lI1I:re&Md meJ1m um capaat)" set (OM ln
the notice.

.., 280L SywcellU MC'CIrit)' aacllDt.ep'ity
"A tliecammWlicatioas cam.. shall easun that &D1 COUI't ordered or lawfully au­

thorizaci intalWptlon of CGIDIDUDicaQOQa or aCI:8U to ca1l..iclentifril1l mf'ormauon eC·
fec:teei WlthiD itllW'ltehi.na premi_ caD be aet:i.,._ oD1y W1til the aft!nDauve inter·
vention of aJ1 mdiYidual o1lL:.r .. IIQlo1- of tba eam..
-,... CooperaUoa of tlq'U""* ~ &Del providen of tele-

coaalUlicadoaa nppan ........
"fa) CONsu'LTA'ftON.--A hl...mumcatioaa e:uri.. t.baIl caaault. U ftlC....ry. in

a timely fuhioR with ID&D~ 01 ita wA8cDmmUDicatioas tnDsmi"OD and
s'tritdW2c eqw.'p1IIlIIDt. aDIl ita proWluw oC t.teo=mtJAiatioDl support Mr¥lcn (or
the purpoee of idaatif7tDI _I MrVi. or equipment. iDdudiDI haniw~ and soft..
..... that lDAy nquin madUcaCiOD 10 .. to permit coaqt1iaDce wttb t.bia chap•.

"(1» MODIJ'ICA11ON OF EQuIPIaIft AND Sr.:aw:zs.-Sub_ to MCUon 2607(c)••
mAftUfwturw tJl ~UDicaCio_ tr'DSlDi-. or ""te.biI1I :\:PIMll\ &Dei a
pnma. of..-..UDicaCioaa supp&Xt ..me. sh&U. Oil • re.~J. ti.IDa1y buI.a
aDd at a .bIe c:barte. IDUa anileW. to the hh mmumcaUOD8 camen
uaiaC ita equipmellt .... view IUdl modi1lcaCio_ u an D. "ry to penDI\ I\Idl
cam.. to campi, witb thia cbapW•
..,--. Teelmica1 nqan.-" ...........,. .....io. 01 C08pllallce

elate
'"1a) SAn Hl-uoa.-

'"( 1) CoNlIULTA'ftON.-To .-aN tlw .....l aDIi iDGua7-wide jm'....Dta.
tiaD of tbe ....... a1,.hjlily~uUDdIr .... 2602. &be AtIorDeY
Gaaval. iI1 coaniiuaoa Wi. 0'" FeMI'aL Sta.. and local law eDloranDant
~.i shall c:DIIIIUh widl~ ..aet........ 1taDdard~olp­
D'UI:iou of tM 'ef CI mmUllica__ iDGua7 .. .ma ,.,,..auCi.. of UMI"I
of telecmnmWlialaou ...... faci1iti-.
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-12) COMPt...LA..'iCE t.:XDE1\ ACCEPTED SiA....OAADS.-A teiecommurueauons cam
shall be found to be 1n eom~llana Wlth the J.illl~nce ca1)&od1tv rtqwrtm.n
unci" secuon 2602. ana a manufacturer o( teutcommurueauons transm1ss1on
swnehml eqUlpment ora proVlaer o( teieeommUlUc:auons SU$)$)OI't services !n.
tM found to be 1n comptiance WIth secaon 2605. 1f the camero manufact1.l.ltr.
sup,ort semel provtaer IS In comphanee WIth publicly avallabie cecnnlca! I

q\UJ"emenu or standanis adopted by an InaustrY a.JOeIaaon or sUJUiard·,.m
0rtaruzauon or by the COmmlsslon under subsectIon ,bI tel meet the requll
menta oC seeacn 2602.

-(31 AlSE.NCE OF Si.\.'tDAAOs.-The absence of techrucal requlnments
Itancanis for ImplementIng the asSIstance capaen!ity reqwrementa oi secn
2602 JhaU not-

'" A I preciude a camer. manufactunr. or HI'\"tces proVIDer from cieplo...,
a technoloo or .el'V'lce: or .

..,B) rebeve a camero manufacturer. or ,......,ce proV'ui.r of the obhiat~c
impoNci by Heaon 2602 or 2605. as applicable.

"'bl FCC AL"nfOIUTY.-
-tl) Is ctxtJLAL.-l( inciultrY auoc:iations or Standard·Httin, DrJ&nlZatlC

fail to issue teChnical req\W"lmenca or stancianis or tf a lovemment allncV'
any other person believ.. thaI sucn reqwrements or standards are defiCIent: I
a,.ney or pel"lOn may peuuon the COmmJSI10n to establish. by nOUCt ana co
ment rul,makinc or such otiler pl'OCHdinp &I che COmftUll10n may be autn
iZtcl to conduc\. tachmcal requirements 01' lcanciardl that-

.., A) meet che Ul1.ItaACe catsability t"Iq\W'ements of HCtion 2602:

..,B) protect thelnvacy and MC\lncy of commUnlCltlons not authonztci
be intareepteei: an

"Ie) .Irv, the policy of the l:nitecl Statn to .ncounce the pntYlSlOIl
new taehnolOfiet aad Sft'Y\CII to the public.

-(2) TRANsmON P1l1oD.-l( an lftciUSU"Y technical requinmeat 01' 'tanciul
Sit ..8 or su",lantaelu a nsult DC Commi••lon aC'tlOn under this .l'CtIon.
ComDUHiOD. aftal' COnaWtalUOD WIth the Anomey Genenl. 1ha1l HUbUsh a I
sowle time aDel condiuons for compliance WIth aDei the tra..... to any,
5ta1lCiarQ. incluciiDc c:leftninc the oblicaaoftS of t.lecornmwucauoDl caIT
waGar HCUOn 2102 chanq aDy U'Uaiuon penoc:L

"fc' £xn:<stON Of' COMPLIA..'1a: DATE rOil Fu..nnu:s .,-'i0 SERVtcu.-
., U PmnON.--A w.een:amWlicauoaa carnlr Prol"lllDC eo d"". or hal

d.,lo,.a. a (..11Ift or ~ce -tWA 4lcean after' the elate 0( eucanent of
chapur may peuaon the CommiUlOD or 1 or more esuDlloas or the dead
for complyin, ..,th the aaueallCl ca,ability requirements uncleI' HCUon 21

"(2) GROUSt) FOR L"CTENSION.-The CommisslOn may. after a4'o1'ltiftl a fuU
pOftUlUty for heannc and after consul~uon WIth the Attoml, G«neral. .,
aA eXWllion u_r thiI pAralftph. if the COmm1.ll10n QItII"IIWSft ch,at con
ance with the aDlScance capabiliey requirements unaer HC'Uon 2602 15 not
saMbiy achievable t.hrouIh application of teehnolOlY .vaUable wuiun the c
pli&Dce penocl.

-13) LENGTH OF tXTENsION.--An ext.ension uncier this parqraph shall IX
for no loftPl' thaD W eulier of-

'"( A) thl date cielel'llUneci by the CollllDission as ftlC• ...,., (01' the cl:
to comply wnh the ass1S~ capability reqw.rtmenca uncler stetlon ;.
or

'"(8) the date thac is 2 y.an at\er the date on which the exten,il
putaci. ' ..

'14) APruCABIUTY OF EXTt~SION.-M exwnsion uncier tNllublection
a1tPl1 to only thac part of the camer's bUlmes. on which the new featu:
semce is u.secl.

... .-r. EIIforee..al onten
"fat ENfOIcEMa--r BY COt."1tT lSSUll'iO SURVEIUN....CE ORDIIL-Ir lCOQft aud

inc all in..,aoll u_r chapter 111. a Staaa staWta. or~ r..... In.1b1
SUlWiUaDca~ o( 1918 t 50 C.S.C. 1801 .t Mq.) or auU\ofttllll"'lt~'::cI'el
or a crap •• uaee arne. unci. dUlpgr 201 or a Stale ~CdIte.~. a
CCIIIIIDuaicaciou c&mer has Cai1ecl co comp11 with the ..........,. III .. chI
the COUft may dirIct that the carrier comp11 fonhW\tft a••'.~ tAat •

. "'.r oC IUpJIOft IImea to thl carrier or the~,of1M caner. 1mi_.. or lwiccbi.ac eqwpment furnish fonhW\tft mDdi6caUGU neeIIIU'Y fc
curser to COID1Jly.

"lb' ENfOICE.\Ca.-r CPOM .o\JtP1JCAnON ay A'I'I'ORh"F.Y GE!IDAL-The Atl
GeDeI'IJ. may .ppiy to the approptiata Unic.a Seates disU'ict court for. aEMl chi
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ed States cliJtnct C01J.rU shall b.aYe jurisdictiOD to laue. an order c:iire<:gnc that a
telecommulUC&aons camero a m.anui.K=nr of t.eMl:DmmumC&tloaa transzzusslon or
sWitehil1l eqw~meot. or a proY1der of teiecommwucacoDS SUl2port semces cotnpiy
Wlth this cha~ter,

"ee) GROUNDS FOR ISSUANCE.-A c:DW't sb.all~ all oniel' under subsecacn 'al
or t b) only if the coun finds that.--

"r 1> alternatlve teehnalC)lies or capabilities or the facilities of another earner
are not reuonably available to law enforcement (or UDpiementing the lntA!rcep·
tlon of commuruc:atioas or ac:cesl to call·ideacf')"iq u:uormaaoo: and

"(2) comptiance With the reqwremeoCol of this chapter IS reasonably achievable
through the applicauon of avWabiet.edu1oicv to the featun or Hrvtce at ISsue
or would have been reuooably achievable if timely action had been taken.

", dl TiME FOR COMP~CE.-UpoD 1SS\&I.ACe of all eDiorcement order under this
sectIon. the coW"t sha.U specify a ,l"eUOaable eme aoci, conditlons for ComplY'll\( wtth
Its order. eonsldenZ1i the good Cuth efforta to egmply In a ,wneiy manner. any efTeet
on the carners. manufac:auer's. or sernce pl"DV'aer's ability to conanue to do buSI'
ness. the degree of c:uipabillty or,dela, in~ efforts to comply. and such
other matters U Jusc.ee may~

"lei LlMITAnON.-An onier UDder this MCtiOD may not require a telecommuN'
cations carner to meet the ~mmeDt'sdelD&l1a for intercepuon of commuNeauons
and acqwsltion of call·ideDtifyiac LDiormatioD to uy extent Ul uceu of the ca1)ac:1ty
for whIch nouce hu beeD prDYiaeci under sectiOQ 2603.

"'0 CML P"£NALTY.-
.., 1) IN GENERAL.-A Court iuuiq all order under this section apinst a tel...

commurucauons camero a mallufac=rer of t.el.......mumcatlons trallSDUSS10n or
swn.ciuDg eqwpment. or a prDYider of te1eclDmmUDicauoDS JUpport servtCft rnay
impose a CIvil pewty o( up to S10.000 pel' cia, for each day In violation af\er
the Issuance of the onier or after such futun ciale u the court may speafy.

"r2) CONSICERA'MON5.-la detennininc whether to im1)OM a fine aDel tn deter­
mirunglt.s amount. the CIINI"t shall tab illto aa:awl&-

., AI the naNn.~ a.acl uta. of the violation:
"18> the Y10laws ability to pay. U. .tolaws poci faith etrems to comply

ill a wneiy t:n&DDll'. ally efFect OD the violators ability to continue to do
business. the decree of culpebility. a.aG the leucm oC allY delay In undertu­
inI efforts to com,l,.; aM

"IC> such other maaan ..~ requirw.
"r3} CML AC'nOH.-'nle AttaI"DIJ may file a civil action in the appro-

priate United Star. c:iistrict CDUrt to collect. 1.1I4 the UDiteci StateS <Usme:t
courtS shall have j\UisclictioD to illl"", such fiDeL

l6§ 280L PaymeDt of e..u of teleco...lUlica&iou ca.niers ,
"Ial EQUlPMENT. FtA'nJ'RES. AHD SDV1CES DEPLoYED BEFORE DATE OF ESACT·

~ENT; CAPACm COSTS.-Th. Att.DI'DIy Cieaerai sb&ll. subject to the avulabllity of
appropriations. pay wtlCDmmumcat:iou camen {or all reuoD&ble cosu directly as­
soaated with-

.( 1) the modificauou peri'CII"'IDIeCl by carrien prior to the effective elate of sec­
tion 2602 or pnor to tbt ~tioIl or ally em__ grallcael unaer secuoa
2606(c I to establish. witb ,..pect to ~meDL (eacures. aDCl "",Cft deployed
before tM date of enac:aDeDt of tbia chapter. the catJ&bilities necessary to com-
ply with sectiOIl 2602; . '

"(2) IDMtinc the me";mWD ca,cty requiremeDts set forth In the nota
UDder MCtiOQ 2603(a. l'KA~ &lUi

-C3) e.AdiDI em.st:illl facWti. to aemm"'O'iate s~u1tafteously the number
of in. lCe.,uona. pea~ aDd trap aDA t:ne8 ele'lle:t!S {or whicb nouce hlJ
beea pnmded unGer MCUOD 2603(a)( U8).

"fb) EQUIPMENT, fEATURI'.S. AHD SDY1CES DEPLOYED ON OR APTU DAn OF Es
ACTMENT.-

"I, U IN CiEN1:1W.-Ir c::om,liaDce with the auistaace ea,.aillty requiftmena
of seeDOD 2602 is Dot reuoaably acbi.-bla witb respect to .equq»ment. (eacures
or semeet elepio,ecl on 01' attar \be elate ol eD.l~ntof this chapter. the Attar
ney General. on appiicatioD of a '......"!UDlC:&DODS e::amer• ,may p~, the IeiI
commUDicatioDS carrier reuonebAe CGI1:a d.incI.ly ........ WIth ac:hievina COllI
pliaAce. . _..a... ...._ '

-(2) CONSIDERATtOH.-hl cIeWmiDiDc whedIer COIDp~WlUl YJllJ .-alaDIC
capbwty nquinmeats of MCCi.oIa 2fI02 is rM....bly achianbla WlUs ~pec:ll
any eqwl»lftenL Ce.GIft. 01' senic8 de1tlGyeci tM data oCe~Dt of this chaw
tel'. consideratioD shall be Ilftll to the G.ID8 wbeIl the eqUIPment. f.acure. CI

service wu de,lo,.eL .
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"I~' Al..LOCATION OF' Ft,-,;OS FOR. P.\YMEST.-ihe Attorney Genenl shall aaoca~
funa.s appropnated to carry out ~:us chapcar 1n a=oreance W'\th law enior'Cl!lnent
pnonues c1ecarnun~ by the Attorney ~nerai. .

"rdl F.\.ILl.:m: To~ P.\nfE~l WITH RESPECT' To EQt:IP!l{[~"'. FtATt:RES ..."0
SERVICES DEPLOYED BEfORE DAn: OF' E:-;AC'rnE~"'.- ..

"11} CONSIDERED TO BE 1:-; COMPLIA."'lCE.--t:nless the Attorney General has
agreed to pay the telecommur"..1Catlons carner for ail reasonable cost! dlrecu'"
associated W'\th modificauons necessary to bnng the eqwpment. featul'l!. o'r
semce Into actual compliance Wlth those re~wrements. proV1ded the camer na.s
requested payment In accordance Wlth procedures promwgated pUl"!uant to suo­
~ectlon t e '. any equIpment. feature. or servtce of a telecommunlcauons camer
depioyed before the dau of enactment of this chapter shaH be conslcered to De
In comphance Wlth the assisunce capablbty reqwremenu of section ;2602 ~lrue!s
the equipment. feature. or sernce 15 replaced or slgtUticantty uPit'aaed or other­
Wl5e undergoes major modificatlon.

·'21 L1~ITAnoN ON OR.OER.-:o\n order under !ecuon 260; shall. not reqUIre a
telecommunlcau!'n! camer to modify, for the pUfl'Ose or" complytni Wlth the ,a.s·
nuance capabil1ty reqwrements of secaon 2602. any eqwpment. feature. or
semee depLoyed before the date of enactment of this ~hapter unless the Attor·
ney ~nera! has agreed to pay the telecommunlcauons ca..rner for all reuonaoie
costs directly asloclated Wlth modifications necessary to bnng the eqwpment.
feature. or ser'Y\ee Into actual compliance wttn those reqwnments.

"'e' PROCEDCRES A....O RECUUnONS.--,.\{otwltnstanding any other law. the Attor·
ney General shall. afUr nouce anci comment. establish any procedW'eS and reg'Ula·
tl0ns deemea neeenary to effectuate timely and cost-er"ficient payment to tele­
commUnlcaaons earners for compensable costs Incurred under this chapter. under
cha~ters 119 and 121. and under the ForeIgn lncallii,nce Sun.diane. Act of t9iS
,50 t:.S.C. 1801 et Seq.l.

." f') DISPlrn: RESOLt..~ON.-U there is a dispute between the Attorney General
and a telecommunlcauons camer ~p.rdinc the amount of ~uonabl. cosu to be
paid under subsection t a I. the dispute shall be resolved and the amount d.carmlned
in a proceed.i11l Inltated at the COmmLIl1on or by the court from which an enfo~
ment order is sought under HC1:ion 2607....

'bl TECHNICAL A.\tE."iDMD-"'.-Th. pan ana!ysis for part [ of title t8. ~n1ted
States Coda. 15 amendeci by lnlemn, after W lcam reiaang to chapter t t9 the ioi­
lOWln, new Item:
-,.. Tel _w·ac Caft'WI' Go,arr _'III _'-.

sa:. :z. AU'nIORIZAnON or APPIIOPlUAnONs.
There are authorizeci to be appropriated to eam out section 2608 of utle tS. L- n1t­

ed States Code. as added by SKcon 1-
I 1) a total of 1500.000.000 for fiscal yean 1995. 1996. and 1997; and
12) IUch Iwns al are necessary for each fueal year thereafter.

such sums to reJDam ava1lable unui elq)lnded.
5KC.1. U hcun DAn.

la) IN GENERAJ...-ExcelR as provided in parqra'Pft 12). dupwr 120 of mle 18.
United States Cod•• as addeci by MCcon 1. shall w. effect on the date of enactment
oflhis Act.

lb) AaslS'l'ANCE CAPABIU1"Y AND SYSTEMS SECtJRITY A.."'D INTECRITY REQt:1RE­
MENTS.-5tctioDl 2602 and 2604 of title 18. Unit.eci Staws Cod•. as addeci by SlCuon
1. shall take effect on the date that 15 4 yean afUr the date of enactment of this
Act.
!8C. ~ aPOlI'I'lL

la) REPoRTS BY nrE A1'"t"ORNEY GE.'iERAL.-
(1) IN OIHERA.L.-Qn or before So"mbar 30. 1995. and on or before Sovem·

hew 30 of each yeu for S yean thereafter. the Attorney c.nerU shall subllUt
to ConllftU and make available to the public a repon on th•. amounts pud dur·
ini the Prwced.inl fiscal ~eal' In payment to telecornmurucauonl earners under
section 2608 of title 18. t,; nited Stattl Cod•• as addeci by secaon 1.

(2) CONTENTS.-A repon under parapoaph 11> shall include-
I A) a detaileci accauntlDl of the amountl paul to e.ch carner and the

teehnolOC. eqwpment. featw"l or 51",ce (or which the &mOW1U were pud;

a~Bl projections of the amauntle~ to bepaicl in the current fiscal
year. the camel"l' to which paym.nt is e~. to be made. and the tech·
nolopn. equipment. (eatunS or services tor which payment II expected to
be mad.. -



8

'bl REPORTS BY na: COMP'TROLUR GENERAl--
I 1) P....YMEN'T'S fOR MODIFlCA.T10NS.-on or before April 1. 1996. and ~nl l.

1998. the CompuoUer GeneraJ. of the {;n.iteei States. after ctmsultauon wtU1 the
Attorney Genera! anc the teiecotnmwucatlons 1nausuy. shall subINt to the
Congress a report re11ecung 1ts analysIs of the reuonabienesa ana cost.,~
ness of the payments made by the Attorney General to teieeoaunUrucaUODS ar­
nen for modificauons necessary to enaure compliance W\th chapter 120 of ntie
18. L'nited States Cocie. as added by secuon l.

(2) COMPLlANCE COST ESTIMATES.-A report under paragraph ( 11 shall iAdude
the findings and COnCh.lS10na of the ComptrOller Genera./. on the COSts to De ID­
curre<i after the compliance date. Lnc1udinc proJec:tlons of the amounts~
to be 1ncurred. and the teehnoi~es. eqwpment. featW"ls or semces for willci\
erpenses are UlMCted to be mcu.rnd by teiecommurucatlons carnen to compiy
Wlth the assistance capability reqwrements 1n the lll'St 5 yean aftar the eilec­
ttve date of secuon 2602.

RC. s. CORDLESS TELU1IONU.
(al O£nStTtONS.--section 2510 of title 18. United States Cocie. is amended-

11) in paragrap,h ( 1) by stnkiftl "but such term does not Include" and all that
foUows through base unit"; and

12) in paragraph I 12) by stnkinc subparalftph (A) and redesignaUDr suD­
plJ'alT'BPhs (B). IC). and (0) as subp_aracral'hs IA). IBl. and leI. res~iy.

Ibl PENAL.T'Y.......sectiOI'l2511 of title 18. United States Cod•. is amendeci-
I 11il'l subsecuol'l t411blCi) by 1nsenine •• cord.lesa telephone commuDication

that 1S transm.ltted betwMl'l the eordless telephoae handset and the baM uaaL4

after ~ceUu1ar telephone commumcauoD."; IDei
12) in subsecuol'l 1411blCu> by uueninc ·a corell... telephone comm1Ulicatiol'l

that is traZ1SINtted between the cordless teiephoae hanci5et and the bue wut.~
after ·ceUuJu telephone commumcauoD.".

sac:. .. RADIO-BASED DATA COaDlUN1CATJONS.
Section 2510C 16) of titl. 18. Unittei Sta&8 Code. i3 amended­

( 11 by stnkiDc "or" at the end of subparqraph tD);
121 by lnsemne "or" at the end of subj)&ralftl'h (El; and
(3) by insemne aft.er sub1'8ftlftph tEl the follow\nc DeW subparacnpb:

.., Fl an electroDic: commu.mcauoa;'"
sa:. 1. PENAl-TID PO. MONn"OlUNG RADIO COIDRJMCA'ftONS 1"BAT AU T'RANSiiltD

t.'SING MODt1I..AT10N ftCBNlQUD WTnI NONPUBUC PARAM.E'I'D&
Section 2511{4lCb. of title 18. Unittei States Code. is amel'ldeci by stnkiac ·'0("

encrypted. then" anG insenil1l ... el'lC'TPcael. or tralWlUcted using modula~ teeh­
niques the esaential parameters of which have beeD WIthheld from the puDlic WIth
the intenDoD of prnel'YU11 the pnvaC'Y of such communication".
DC. L 'RC1IN'Ic.u. COItMCTlON.

Section 2511(2Xa)(i) of title 18. Cnited States Cod•• is amended by IUikiDI~
in the uaasllUUiol1 of a WU'8 commu.mcaUon" aDA il1lll'W1l "used in the II2JD
misIlOD of a W1ft or eiectroDic commUAicatiolllt•

DC. .. n.wD1JIJtNT Al..1'ZJIA'n0N or COMMZ1IC1AL 110811.& RADIO IN'J"I"KVMJ:N'I'I.
la) OfTENSE.--s.cticm 1029(a) of title 18. Unit.ecl Sta* Code. is amended­

(1) by SU'ikiDc ·or" at. the end of parqraph t3l; aDA
(2)~=DIafter parapoaph (4) the foUowinl'new parqrapha: .
"(51 . 11 uul WIth intant to defraud ~. produces. tramcs an. bas COrl

tral or CUSIOCi1 of. or poe.... . wlCOIDII1UAicauODa lDstnUDeDt that Us beet
macWiecl or altered to obwil unauthonzeci use of telecammumcauons liiwtal

01'''(8) 1uIowiDcl1 aACl with intant to defraud ua.. produces. traftlca in. ..CllII
tI'Dl or c:uauxly of'. or poe.....

'"tA) a K8Dn iac receiver: or
"(8) haniware or IOftwa.re useG for alt.eriDI or modifyiq t.el,umrm

caaoDS iDSU'Umenti to obUin unau.~ ac:ceu to te.lICO"U"U_rw

Ib)~~Oll 1029(c)(2) of titl. 18. UDit.ecl States Code. is .....l1li........t 1
strikiq "(a)(1) orta)(4)" a.aG iDMl1:U1l"(a)(ll. (4). (5~ or (6)·. Cocle' &IDeIIIIId

Ie) DUlNmONS.--8ecQon 1029(•• of title 18. U~~IS~.~~ _~_ id ~
(1) in parqraph (1) by insertiq "e1eca"D1Iic~n~~~" JI!

Call Dum_. penoDa1 idella1icauoft number. or ocher.te_UIM&~aa.HI
ice. equipmellt. or ;'DStrWIlInt. ,den.tifier." aa. "aa:ou.nt number. ;

(2) bylU"i.kiDc "w'" at me end of paracraph (5);
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'3) by stnk.1ng the pencxi a.t the end of paragraph, 6, and mserun"'· and"
and " .

•41 by adding at the end the iolloWlng new paragraph:
~r 71 the tenn ·seanrung r@oCIlver means a deV\ce or apparatus that can be ~!td

to Inte~ept a Wlre or elettl"JnlC c:ommurucauoD lD vtoiauon of chapter 119,"
SEC. 10. T1tA.OolSACTtONAJ,. DATA.

'al DlSCLOSL'R£ OF' R£C()RDS,~tlon 2703 of title 18. Cnited States Code. L:i
amended-

I 1\ m subsectlon l c ~ 1--
,A\ In subparagraph' B--

, I' by 5tnklng claus. 'I ': and
'III by redeslgnaung clauses '11'. 'Iill. and 'IV' as clauses '1', 'Ii', .lnd

'Iii '. r~pect1vtly: anci
I Bl by adcting at the end the folloWlng Dew subparagraph:
"IC) A provtcier of elKU'ONc commurucauon Hrvu:e or remcte comDutt:ti

seMee shall disclose to a govemmenw enuty the name. address, tel.Dnone
toU b111ing records. a.nd ienrm of sel'V\ce of a subsc:nber to or customer of
such semce and the types of seMCes the subscnber or C'U5tomer uttiued.
when the governmental. entlty uses an admuustrauve subpoena authonnd
by a Federal or State staNte or a Federal or State grand Jury or tnal sub.
poena or any means aVa.llable under subparagraph' BI."; and

121 by amencimg the flnt sentence of subsectlon 'd I to read as follows: •.\
court order for ciisclosure under subsection I b I or Ic I may be 15SUeQ bv any court
that 15 a court of competent }unsdicuon descnbeci m SKuon 3126l2JlAt and
shall issue only If the gonmmental enuty offen speafie and an:2culable faeu
shoWlng that Utere are reuonable If'OUnc:b to believe that the contents oC a wtrt
or elecuoDlc commUDlcauon. or the records or other Infonnauon sought. are rel­
evant and matenal to an ongoing crmuna! lnvesugauon...,

rbl PES REClsn:RS A"...D TRAP ""...0 TRACE DE\o"tCa.-secaon 3121 of title 18. t:'mt­
eel States Cocie. LS amended-

11\ by redeslgnaung subHClion IC) U subsection Id): and
12) by 'nsertIng after !ubsecuon ,b) the following new subsectIon:

"'Cl L~lT.,nON.-A govemment agency a\lthorizeci to Install and use a pen ~.
ilter under this chal)ter or under State Law. shall use technoLov reasonably 3nU­
able to It that restnets the rec:orciiDi or decociing of electroniC or otherI~ to
eM dialing and sIgnalling miormation utilizeci in call processmg.·.

1. St.~MARY A.:IJD Pt~SE

The purpose of S. 2375 is to preserve the Government's ability.
pursuant to coun order or other lawful authorization. to interce?t
communications involving advanced technologies such as digital OJ

wireless transmission modes. or features and services such as caJJ
forwarding, sl)eeCi dialing and conference calling, while proteet~
the privacy of communications and without impeding the intrOduc­
tion of new technologies. features. and services.

To ensure that law enforcement can continue to conduct author
izeci wiretaps in the future. the bill requires telecommunicatioDl
carriers to ensure their systems have the capability to: (1) isolatl
expec:iitiousiy the content of targeted communicatio~s transmit~
by the carrier within the carrier's service area: (2) ,lso1~te es-pedi
tiously information identifying the origin and destln8:tl0~ of tal
geted. communications: \3) provide intercepted communlcations an
call identifying information to law enforcement so they caD t
transmitted over lines or facilities leased by law enforcement to
location away from the carrier's premises: and (4) carry o~t intel
cepts unobtrusively, so targets are not made av.:are of the. lnterte1
tion. and in a manner that does not compromlse the pnvacy all
security of other communications. The b~ allows. industry. to eli
velDI' standards to implement these reqwrements= It esta:blishes
process for the Attorney General to identify capaclty requlrement
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In recognition of the fact that some existIng equipment, services
or features will have to be retrofitted. the legislation provides that
the Federal Government will pay carriers for just and reasonable
costs incurred in modifying existing equipment, services or features
to comply with the capability requirements. The legislation also
prOVides that the Government will pay for expansions in capaclty
to accommodate law enforc1!ment needs.

S. 2375 also expands privacy and security protection for tele­
phone and computer communications. The protections of the Elec­
tronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition, the bill increases the protection for transactional
data on electronic communications services by requiring lawen·
forcement to get a court order for access to electronic mail address­
ing information.

The bill further protects privacy by requiring telecommunications
systems to protect communications not authorized to be intercepted
and by restricting the ability of law enforcement to use pen register
devices for tracking purposes or for obtaining transactional infor·
mation. Finally, the bill improves the privacy of mobile phones b)
expanding criminal penalties for stealing the service from legiti
mate users.

n. HEARINGS

In the l03d Congress. the Senate Judiciary Subcommittee 01

Technology and the Law held two joint hearings with the Hous,
Judiciary Subcommittee on Civil and Constitutional Rights 01

March 18 and August 11. 1994. These hearings addressed the im
pact of advanced telecommunications services and teehnologies 0

the ability of law enforcement to conduct coun-ordered electroni
surveillance.

At the first hearing, held before legislation wu introduced. th
witnesses were Louis J. Freeh. Director of the Federal Bureau I

Investigation; William C. O'Malley, district attorney for Plymout
County, MA. aDd president of the National District Attorneys AD
ciation; Roy Neel, President of the United States Telephone As
ciation. which represents local telephone companies ranging in si:
from the Retional Bell Operating Companies ("RBOC's") to sml
companies with fewer than 100 subscribers; and Jerry Berman. e
ecutive director of the Electronic Frontier Foundation("EFF"), c

behalf of EFF and the Digital Privacy and Security Working Grou
a coalition of computer and communications compani•• as well
public interest organizationa and ulOCiatio~.. _

The second hearing wu held after the Introduction of S. 23 j

Again. Director Freeh, Mr. Nee!. and Mr. BeI"DWl ap~a.red a
presented testimony. Abo appearing sa witneaea were Huel E
wards. Director. lDformation Raources ManagementJGe~~ralG
ernment, Aa:ountmc and Information Management Divt~lon. U
General Accountinl Offtce' and Thomaa E. Wheeler,' preSident a
CEO of the Cellular Teiec:ommunicationa. Induatr1 Auociati~
which representa providers of two-way wireless tel~~icati(
services. including licenaec1 cellular. personal commumcat1ons se
ic:etl. and enbanced specialized mobUe radio. .
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Written submissions for the record were received from At&T
Corp.. ~CI Communications Corp.• the Telecommunications Indu;s·
try Association. which re~resents 'C.S. manufacturers of tele·
communications equi~ment. the American Privacy Foundation. the
National Sheriffs' Association. the ~ational Association of Attor·
neys Gitneral. and the ~ajor Cities Chiefs. an organization of police
executives representing the 49 largest metropolitan areas in the
{Jnited States and Canada.

III. St:BCO~t~fI'M'E:E ACTIOS

On September 23. 1994. the Subcommittee on Technology an':
the Law approved S. 2375. with an amendment in the nature of ~
substitute.

IV. COM){I'M'EE AcTtON

On September 28. 1994. with a quorum present. by recordec
vote. the Committee on the Judiciary unanimously ordered the sub
committee sut;,stitute to S. 2375. with technical amendments. to b
favorably reported.

V. BACKGROl~ A..'lD DISCCSSIOS

For the past q~arter century, the law of this Nation reprd.iII
electronic surveillance has sOUlht to balance the interests of pr
vacy and laW enforcement. In 1968. the enactment of title 111 of t~
Omnibus Crime Control and Safe Streets Act of 1918 simult:
uous1y outlawed. the use of elec:tronic surYeillance by private pa
ties and authorized its use pursuant to a court order by Law el
forcement omcials enpged in the investiption of speafiecl types
major crimes. The Senate report on title III stated ex,licitly tit
the lel'islation "has as its dual purpose (1) protecting the priv8
of wire and oral communications and C2l delineating on a unifof
basis the circumstances and conditions under which the interet!
tion of wire and oral communications may be authorized." Sena
Committee on the Jucliciary, Omnibus Crime Control aad 51
Streets Act of 1967, S. Rept. No. 1097, 90th Cong.• ·2d Sesl. (1M
at 66.

Conpoeu was prompted .to act in 1968 in part by advance...
in technology, which posed a threat to privacy. According to t
1968 committee report:

(tlhe tremendous scientific and technological develop­
ments that have taken place in the last century have ma~e
possible today the widespread use and abuse of electronIc
surveillance techniques. As a result of these developments.
privacy of communication is seriously jeopardized by these
techniques of surveillance.

ld. at 67.
.After 1968. telecommunications technolol'Y continued. to chal

and apin Conll'lss wu required to respond 1:=:=Y to I
serve the balance between privacy eel law e .. .. .•. t. In
Electronic Communications Privacy At:t 0("1986 ,"ECPA"), ~...
extencled the riv rotectiol1S anel the law enforcement ~nteft
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as electronic mail. cellular telephones and paging devices. Again.
the goal of the legislation was to preserve "a fair balance between
the privacy ex~tions of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary. Electronic Com­
munications Privacy Act of 1986, H. Rept. 99-647, 99th Congo 2d
sess. 2 (1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings on the bill, that court-authorized elec­
tronic surveillance is a critical law enforcement and public safety
tool.

COSGRESS ~csr RESPOND TO THE "DIGITAl. TELEPHONY" REVOlt~IOS

Telecommunications, of course. did not stand still after 1986. In­
deed, the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler­
ate. The resulting challenges for law enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the issues go far beyond the distinction between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cel­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing opportunities for loss of priv.acy.

In August 1990, Senator Patrick Leahy chaired a hearing of the
Senate Judiciary Subcommittee on Technology and the Law to
focus on Caller I.D. teehnology and ECPA. At that hearing, Chair­
man Leahy became convinced that developments in the area of
communications technology required a review of ECPA to ensure
that the privacy protections within the statute had not been out­
dated by new technology. Senator Leahy then assembled a Privacy
and Technology Task Force with experts from business. consumer
advocacy, the law, and civil liberties, to examine current develop­
ments in communications technology and the extent to which the
law in general. and ECPA. specifically, protects, or fails adequately
to protect. personal and corporate privacy.

After examining a wide array of newer communication media. in­
cluding cellular phones, personal communications networks. the
newer generation of cordless phones. wireless modems. wireless
local area networks (LAN's), and electronic mail and messaging,
the task force issued a final report on May 28. 1991, recommend­
ing, in.ter alia, that the legal protections of ECPA be extended, to
covpr new wireless data communications. such as those occumng
over cellular laptop comp.uters and wireless local area networks
(LAN's), and cordless phones. In addition. the task force acknowl­
edged that ECPA was serving well its purpose of protecting the pri­
vacy of the contents of electronic mail, but questioned whether cur­
rent restrictions on government access to transactional rec:orcls gen­
erated in the course of electronic communications were adequate.

Consi.;tent with the task force's conclusions and in view of the in­
creasing impediments to the execution of lawful court orde~ for
electronic surveillance. the committee has concluded that continued
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change in the telecommunication:; Lndustry deserve legislauve at­
tention to preserve the balance .5o""sht in 1968 and 1986. However.
it Lecame clear to the commIttee early in its study of the ~digitai

telephony" issue that a third concern now explicitly had to be
added to the balance. nameiy. the goal of ensurmg that the tele­
communications industry was not hindered in the rapid develop­
ment and deployment of the new servIces and technologies that
continue to benefit and revolutionize society.

Therefore. the bill seeks to balance three key policies: I l' to pre­
serve a narrowly focused capability for law enforcement agencles co
carry out properiy authorized intercepts: \2\ to protect privacy in
the face of increasingiy powerful and personally revealing tech­
nologies: and (3 \ to avoid impeding the development of new commu­
nications services and technologies.

THE PROBLEM: LEGISLATIO:-l ~EEOED TO CL-\RIFY CARRIERS' Ol"TY TO
COOPERATE

\Vhen originally enacted. title III contained no provision specifi­
cally addressing what responsibility. if any. telecommunications
carriers and others had to assist law enforcement in making au­
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the Federal
Court of Appeals for the Ninth Circuit held that. absent specific
statutory authority, Federal courts could not 1equire carriers to cu­
sist lawful wiretaps. Application of the United States. 427 F. 2d 639
19th Cir. 1970). Two months after the ~inth Ci:-cuit decision and
with little debate. Congress added to 18 U.S.C. 2518(41 a provision
that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
.mation.· facilities. and technical assistance necessary to ac­
complish the interception unobtrusively and with a mini­
mum of interference with the· services that such service
provider, landlord custodian. or person is according the
penon whose communications are to be intercepted. Any
provider of Vltire or electronic communication service. land­
lord. custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as requiring
the Federal courts to compel.. upon request of t~e .Govem~ent.:
"any assistance necessary to accomplish an electronlc Interception.
United States v. New York Telephone, 434 U.S. 159. 177 n~7i). t~e
question of whether companies·have any obligation to ~eslgn th,elr
systems such that they do not impede law enforcement mterceptlon
has never been adjudicated.
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Indeed. until recently, the question of system design was never
an issue for authorized surveillance. since intrinsic elements of
wired-lined networks presented access points where law eniorce­
ment. with minimum assistance from telephone companies. could
isolate the communications associated with a particular surveil­
lance target and effectuate an intercept. Where problems did anse.
they could be addressed on a case-by-case basis in negotiatIons be­
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such ammgements would have
had the disadvantage of being concluded without public knowlecige
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications tee:h.nologies and services have vastly com·
plicated law enforcement's task. The goal of legislation. however. lS

not to reverse those industry trends. Indeed. it is national policy
to promote competition in the telecommunications industry and to
support the development and widesp~ad availability of advanced
technologies. features and services. The purpose of the legislation
is to further define the industry duty to cooperate and to establish.
procedures based on public accountability and industry standards
setting.

The committee has concluded that there is sufficient evidence
justifying legislative action that new and emerging telecommuni­
cations technologies pose problems for law enforcement. The evi­
dence comes from three sources: the General Accounting Office. the
FBI. and the telecommunications industry itself.

GAO findings
In 1992. analysts from the GAO's Information ~anagement and

Technology Division interviewed technical representatives from
local telephone companies. switch manufacturers. and cellular pro­
viders. as well as the FBI. The GAO found that the FBI had not
adequately defined ita electronic surveillance n!quirements for in­
dustry, but the GAO concluded that law enforcement agencies did
have technical problems tapping a variety of services or tech­
nologies. including call forwarding, fiber, and ISDN. The GAO also
concluded that cellular systems could be tapped but that capacity
wu limited.

'Ib.e GAO recently conducted further work and testified at the
hearing on August 11, 1994. 'The GAO reconfirmed its earlier con­
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAO alIo concluded that the FBI had
made progress in defming law enforcement's needs in terms of ca­
pability and capacity.

FBI surv~
FBI Director Freeh testified at the March 18, 1994, hearing that

the FBI had identified sl)eCiftc instances in which law enforcement
l.Ienci.es were precluded due to teebno~ogical i~pedimen~ from
fully Implementing authorized eleetroDlc survei1l~ee (!'tretaps.
pen registers. and traj) and traces). The Director testified In March
that an informal FBI SUl'gey of Federal. State and local lawen­
forcement agencies bad identified 91 such incidents. 33 percen~ of
which involved cellular systems (11 percent were related to the 11m-
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ited capacity of cellular systems to accommodate a large number of
intercepts simultaneously I, and 32 percent of which involved cus­
tom cailing features such as call forwarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some. the FBI recontacted law enforcement agencies after the
~arch hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary Subcommittees
details of 183 instances (including the original 91l where the FBI.
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de­
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings:

Ttchnoloty.bCMd probltm8 tncounltnd by Ftdlrai. StlJU. and local law tl1forctmtnt
agtncus

Tota.l problems ;.................................................................................. 183
CeUular port capacity 54
Inability to capture dialed digits contemporaneow with audio 33
Cellular prov1Cier could not Intercept long-distance calls lor provtde call Htup

informauon, to or from a targeted phone ..
Speed diallnroice dialiDlfcall w~ung .
Call forwarciinl .
Direct inward dial trunk group .provider unable to isolate target"s commu­

nications or PrQvide call set-up mformation to the eKluslon of all other
c:uatomers) .

Voice mail (provider unable to provide access to the subject's audio when for-

~~~;:~~=::r~=: ~-:~~ ·~ ..~~·m~~ii~~ ..~~;i~
wim the taqet to the ac1usion of all omtr"l) ".

Other lindudin& other ca.Uinc features such as Call Back: and provider un­
able to pro\'tde trap " trace informanon.: to isolate the digita.l tr.ans­
mislions auoctated with a tarret to the excltDion of all other commUNca·
tions: comprehensively to intereept commumcations and provide call set·
up information I .

Industry acknowledges the problems
Representatives of the telecommunications industry now ac­

knowledge that there will be increasingly serious proillems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11. Roy Neel. president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue.
wu asked by Senator Leahy if the time was fast approaching when
a ~at deal of the ability of law enforcement to carry out wiretaps
will be lOIt. Mr. Neel answered, "In a number of cases with new
enhanced services, that is probably true."

The industry maintains that its companies have a long tradition
of working with law enforcement under current law to resolve tech­
nical issues. However. with the proliferation of se"!-ces and ~e~ce
providers. such a company-by-eompany approach is becoming m­
creasingly untenable.

In response. the phone companies and the FBI ha:,e created an
Electronic Communications Service Provider Commlttee. througb
which representatives of all the ~OC's have bee~ meeting witb
law enforcement on a regular -basIS to dev-;.lop ~lutl~ns t~ a range
of problems. The committee has created Actlon Teams on p~r·
sona! communications sernces. wirelesl cellular. the "advanced In-
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telligence network." and swiu=h-based solutions. among others. Tn
chainnan of the committee. a vice president of one of the RBOe ~
stated in a letter. dated March 1. 1994, and submitted by the FE
Director during his testimony in March:

If meaningful solutions are to result. all participants
must first understand that there is in fact a problem. not
that one participant•.or one grout» of participants. says 30.
='low that the CommIttee recogTuzes the problems. it can
proceed to identify and develop appropriate solutions.

However. participation in the Service Provider Committee is vo
untary and its recommendations are unenforceable..~ a result. d:
Judiciary Committee has concluded that legislation is neeessary.

LAW ENFORCEMENT REQUIRE~E~S

The legislation requires telei:Ommunications common carriers
ensure that new technologies and services do not hinder law e:
forcement access to the communications of a subscriber who is d
subject of a court order authorizing electronic surveillance. The b
will preserve the Government's ability, pursuant to court order.
intercept communications that utilize advanced technologies SUI

as digital or wireless transmission.
To ensure that law enforcement can continue to conduct wil

taps. the bill requires telecommunications carriers to ensure thl
systems have the capability to:

(1) Isolate eXl*litiously the content of targeted communil
tions transmitted within the carrier's service area:

(2) Isolate expeditiously information identifying the origin:
ing and destination numbers of targeted communications. k
not the physical location of targets:

(3) Provide intercepted communications and call identif'yi
information to law enforcement in a fonnat such that they rr
be transmitted over lines or facilities leased by law enfor
ment to a location away from the carrier's premises: and

(4) Carry out intercepta unobtrusively, so targets of e1
tronic surveillance are not made aware of the interception. ~

in a manner that does not compromise the privacy and secw
of other communicatioDa.

Coat
The GAO testified at the August 11. 1994, hearing that the a

of compliance with the forepillg will depend largely on the det
of standard. and tedmical speci.ficatioDa, which. under the bilL
be developed by industry auociatioDa and standard-setting org,
zationa in couultation with law emorcement.

The bill requires· the Federal Government, with apPI'01t~
funcia. to pay all reasonable coIta incurred by industry Oft!'
nest 4 yean to retrofit aiatiq faci11ties to bring them in~ COD
&Dee with the intercetJtion requirements. The bill auth~~.•
milllon for this purpose. In the e....nt that the SSOO ,million II
enough or is not appropriatecl, the 18lis.1ation p~des that
equipment, features or semces cleployeCl on the date or.enactD
which lOYemment does not pa, to retrofit shall be ~Dll~erecl1
in compliance until the equipment. feature, or semce lS rep!
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or significantly upgraded or otherv/lse undergoes major mocilfica­
tion.

After the 4-year transition period. which may be extended an ad­
ditional 2 years by order of the FCC. industry will bear the cost
of ensuring that new equipment and services meet the legislated
requirements. as defined by standards and specifications promul­
gated by the industry itself.

However. to the extent that industry must install additional ca·
pacity to meet law enforcement needs. the bill requires the govern·
ment .to pay al~ capacIty costS from date of enactment. including aU
capacIty costs lOcurred after the 4-year transition period. The Fed·
eral Government. in its role of providing technical suppOrt to ·State
and local law enforcement. will pay the costs incurred in meeting
the initial capacity needs and future maximum capacity needs for
electronic surveillance at all levels of government.

REL~TIONSHIP WITH EXISTING ASSISTA.'lCE REQt:lRE~IE~"'S

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements ill
sections 2518( 4) and 3124 of title 18. and lSOS( b) of title 50. Cnitec
States Code. The committee intends that sections 251S( 4\. 312<
and 1805< b) will continue to be applied as they have in the pasl
to government assistance requests related to specific orders. includ
ing, for example. the ex;enses of leased lines.

THE I.£GlSt.AnO~ ADDRESSES PRIVACY COSCER~S

Since 1968. the law of this Nation has authorized law enforce
ment agencies to conduct wiretaps pursuant to court order. Tha
authority extends to voice. data. fax. E-mail and any other fonn &:

----)7 electronic communication. The bill will not expand that authont~
I However. as the potential introsiveness of technology increases. 1

is necessary to ensure that government surveillance authonty 1

clearly defined and appropriately limited.
In the 8 years since the enactment of ECPA. society·s patterI1

of using electronic communications technology have changed dr.
matically. Millions of people now have electronic mail addresse
Business. nonprofit organizations and political groups conduct the
work over the Internet. Individuals maintain a wide range of re~
tionships on-line. Transactional records documenting these acti"ll
ties and associations are generated by service providers. For tho:
who increasingly use these services. this transactional data revea
a great deal about their private lives. all of it compiled in 01

place.
In addition. at the time ECPA was enacted. the portion of tl

communications occurring between the handset and bas~ unit
cordless telephones was excluded from its privacy protections. T
1991 Privacy and Technology Task Force found that:

[tlhe cordless phone. far from being a novelty item used
only at "poolside." has become ubiquitous. • • ~ ~.!ore and
more communieations are being carried out by people
(using cordless phones} in private. in their h~mes .and of­
fices. with an expectation that such calls are Just 11ke any
other phone call.
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Therefore. S. 2375 includes provisions. which FBI Director Freeh
supported in his testimony, that add protections to the exercise of
the Government's current surveillance authority. Specifically, the
bill:

1. Eliminates the use of subpoenas to obtain E-mail address­
es and other similar transactional data from electronic commu­
nications service providers. Currently, the Government can ob­
tain transaetionallogs containing a person's entire on-line pro­
file merely upon presentation of an administrative subpoena is­
sued by an investigator without any judicial intervention.
Under S. 2375. a court order would be required.

2. Expressly provides that the authority under pen register.
and trap and trace orders cannot be used to obtain tracking or
location information. other than that which can be detennined
from the phone number. Currently, in some cellular systems.
transactional data that could be obtained by a pen register
may include location information. Further. the bill requires law
enforcement to use reasonably available technology to mini­
mize information obtained through pen registers.

3. Explicitly states that it does not limit the rights of sub­
scribers to use encryption.

4. Allows any person. including public interest groups, to pe­
tition the FCC for review of standards implementing wiretap
capability requirements. and provides that one factor for judg­
ing those standards is whether they protect the privacy of com­
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur­
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica­
tions Privacy Act to cordless phones and certain data commu­
nications transmitted by radio.

7. Requires affirmative intenention of common earners' per­
sonnel for switch-based interceptions-this means law enforce­
ment cannot remotely or independently activate interceptions
within the switching premises of a telecommunications carrier.

~~w~~ .
It is also important, from a privacy standpoint. to recognize that

the scope of the legislation has been greatly narrowed. The only en­
tities required to comply with the functional requirements are te~e­
communications common carriers. the components of the public­
switched network where law enforcement agencies have always
served most of their surveillance orders. Further, such carriers are
required to comply only with respect to services or fa~~ities that
provide a customer or subscriber with the ability to ongmate. ter­
minate or direct communications.

The bill is clear that telecommunications Hmces that support
the transport or switc:hing of communications for private networks
or for the sole purpose oi interconnecting tel~mmunicationscar·
riers (these would include long-distance carnage) need not meet
any wiretap standards. PBX's are ucluded. So are automated teller
machine (ATM) networks and other closed networks. Also. excluded



I
/

-
19

from coverage are all information services. such as Internet servi,
providers or services such as Prodigy and Amenca-On-Line.

All of these information services or private network systems c,
be wiretapped pursuant to court order. and their owners must c
operate when presented with a wiretap order. but these systems l

not have to be designed so as to accommodate wiretap needs. On
telecommunication carriers are required to desIgn and build the
systems to comply with the legislated requirements. Eariier digit
telephony proposals covered all providers of electronic communlC
tions services. which meant everY business and instItution in t
country. That approach was not ·practical. ~or was it required.
meet an important law enforcement objective.

S. 23i5 RESPONDS TO INDt:STRY CONCERSS

S. 2375 includes several· provisions intended to ease the burd
on industry. The bill grants telephone companies and other cover
entities a 4-year transition period in which to make any necessa
changes in their facilities. In addition. it allows any company
seek up to a 2-year extension of the compliance date from the F,
eral Communications Commission if it turns out that retrofittin~
particular system will take longer than 4 years.

The Federal Government will pay all reasonable costs incuI1
by industry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capac
needs of law enforcement for electronic surveillance. so that c
riers will have notice of what the Govemment is likely to requt
The bill requires Govemment to reimburse carriers for reasona
costs of expanding capacity to meet law enforcement needs.

No impediment to technological innovatipn
The committee's intent is that compliance with the requireme

in the bill will not impede the development and deployment of r
technologies. The bill eXl)ressly provides that law enforcement r.
not dictate specific system design features and may not bar in
duction of new features and technologies. The bill establishes a I

sonableness standard for compliance of carriers and manufaaur
Courts may order compliance and may bar the introduction of tl
noloo, but only if law enforcement has no other means reasom
available to conduct interception and if compliance with the su
ards is reasonably achievable through application of available tl
noloI)'. This means that if a service or technology cannot real
ably be brought into compliance with the interception req\
menta, then the service or technology can be deployed. This is
exae:t opposite of the original versions of the legislation. W:

would have barred introduction of services or features that CI

not be tapped. One factor to be considered when d~termiJ
whether compliance is reasonable is the cost to the cam~r of c
pliance compared to the carrier's overall cost of de~eloplng 01
quiring and deploying the feature or service in qu~stlon. .

The legislation provides that carriers shall. decide h~w to In
ment law enforceme~t's requirements. The bill all~wl l~dustl1
saciations and standard-setting bodies. in consultation With la~
forcement. to establish publicly available specifications cre~
"safe harbors" for carriers. This means that those whose com
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~ive future ~epends on i~novation will have a key role in interpret­
1O.g the leglslated requIrements and finding ways to meet them
wIthout impeding the deployment of new services. If industry asso.
dations or standard-setting organizations fail to issue standards to
implement the ,capab~lity requi~ement~. or if a government agency
or any person, lOcludmg a carner, believes that such requirements
or standards are deficient. the agency or person may petltion the
FCC to establish technical requirements or standards,

Accountability

Finally, the bill has a number of mechanisms that will aHow for
congressional and public oversight. The bill requires the Govem­
ment to estimate its capacity needs and publish them in the Fed­
eral Register. The bill requires the Government. with funds appro­
priated by Congress through the normal appropriations ·process. to
pay all reasonable costs incurred by industry in retrofitting facili­
ties to correct existing problems. It requires the Attorney G1!neral
to file yearly reports on these expenditures for the first 6 years
after date of enactment, and requires reports from the General Ac­
counting Office in 1996 and 1998 estimating future costs of compli­
ance. It requires the Government to reimburse carriers. with pub­
licly appropriated funds, in perpetuity for the costs of expanding
maximum capacity to meet law enforcement needs. Furthermore,
all proceedings before the FCC will be subject to public scrutiny,
as well as congressional oversight and judicial review,

VI. SECTION-BY..sECTION ANALYSIS

SECTION I.. ISTERCEPTION OF DIGITAL AND OTHER COMMl~ICATIO~S

This section adds a new chapter 120 to title 18. United Statel
Code, to define more precisely the assistance that telecommuni
cations carriers are required to provide in connection with court or
ders for wire and electronic interceptions, pen registers and tral
and trace devices. This new chapter contains eight sections num
bered 2601 through 2608.

Section 2601 provides definitions for "call·identifying informs
tion," "information services," "govemment," "telecommunication
support services," and "telecommunications carrier."

A "telecommunications carrier" is defined as any person or entit
engaged in the transmission or switching of wire or electronic COlt
munications as a common carrier for hire, as defined by seetio
3Ch) of the Communications Act of 1934. and includes a commerci~
mobile service, as defined in section 332(d) of the Communicatior
Act, as amended. This definition encompuaes such service provi4
ers as local e%change carriers, interexchange carriers, competiti'l
access providers (CAPS>, cellular carriers, providers of person.
communications services (PCS>, satellite-baSed service provider
cable operators and electric or other utilities that provide tel
communications senices for hire to the CubUc, ~d any o~er COl
mon carrier that offers wireline or wire ess sel'Vlee for hlre to t]
public. The definition of telecommunication~carrierd~s not ~
elude persons or entities to the es:tent they are engaged 1n proVl
ing information services. ~uch as electronic ~ail provid,ers. on.l~:
services providers, such as CompuServe, Prochgy, Amenca·On·Li.
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o~ ~ead Data. 0r Intern~t sel""ice providers. Call forv.rarciing, speed
dlalmg, and the call redlreCtlOn portIon of a voice-mail 3e~l\Ce are
covered by this bill.

In addition. for purposes of this bill. the FCC is authorized to
deem other persons and entities to be telecommunications carners
subject to the capability and capacity requirements in the bill to
the extent that such person or entity serves as a replacement for
the local telephone service to a substantial portion of the pubhc
within a State. As part of its determination whether the public in­
terest is served by deeming a person or entity a telecommunI­
cations carrier for the purposes of this bill. the Commission shall
consider whether such determination would promote competition.
encourage the development of new technologies. and protect 'Public
safety and national security.

The term "call-identifying information" means the dialing or Sig­

naling information generated that identifies the origin and destina­
tion or a wire or electronic communication placed to. or received by,
the facility or service that is the subject of the court order or lawful
authorization. For voice communications. this infonnation is typi­
cally the electronic pulses. audio tones. or signaling messages that
identify the numbers dialed or otherwise transmitted for the pur­
pose of routing calls through the telecommunications carrier's net­
work. In pen register investigations. these pulses. tones. or mes­
sages identify the numbers dialed from the facility that is the sub­
ject of the court order or otber lawful authorization. In trap and
trace investigations. these are the incoming pulses. tones. or mes­
sages which identify the originating number of the facility from
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authorization.
Other dialing tones that may be generated by the sender that are
used to signal customer premises equipment of the recipient are
not to be treated as call-identifying information.

The term "government" means the Government of the t..:'nited
States and any agency or instrumentality thereof. the District of
Columbia. any commonwealth. territory, or possession of the Unit­
ed States. and any State or political subdivision thereof authorized
by law to conduct electronic surVeillance.

The term "telecommunications support services" means a prod­
uct, software or service used by a telecommunications carrier for
the internal signaling or switching functions of its telecommuni­
cations network. The committee understands there are currently
over 100 entities that provide common ,carriers with specialized
support services. The definition of "telecommunications support
services" excludes "information semces." as defined in the bill.

The term "information services" includes services offered through
software such as groupware and enterprise o.r pers,onal messa~ng
software. thatis. services based on products (lncludmg _~ut not lim­
ited to multimedia software) of which Lotus Notes. Microsoft Ex­
change Server, and Novell Netware (and their as~ia~,semc.es)
are both examples and precursors. It is the comnuttee s intentIon
not to limit the definition of "information services" to current prod7
ucts.but rather to anticipate the rapid 'develo~ment of ad~~ceQ
software and to include such software services In the definItIon o!
"information services." By including such software, services withir:
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the definition of infonnation services. it is excluded from compli­
ance with the requirements of the bill.

Section 2602. entitled"Assistance capability requirements." can.
sists of four subsections. Subsection (aJ sets forth four "Capability
Requirements." which every telecommunications carner is required
to meet in connection with those services or facilities that allow
customers to originate. terminate or direct communications.

The first requirement is expeditiously to isolate and enable the
Government to intercept all communications in the carner's control
to or from the equipment, facilities or services of a subscriber. con­
currently with the communication's transmission. or at any later
time acceptable to the Government. The bill is not intended to
guarantee "one-stop shopping" for law enforcement. The question of
which communications are in a carrier's control will depend on the
design of the service or feature at issue, which this legislation does
not purport to dictate. If. for example. a forwarded call reaches the
system of the subscriber's carrier. that camer is responsible for iso­
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif­
ferent carrier. the subscriber's carrier only has the responsibility.
under subsection (d), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is e~ditiously to isolate and enable the
Government to access reasonably available call identifying informa­
tion about the oriJin and destination of communications. Access
must be provided 111 such a manner that the information may be
associated with the communication to which it pertains and is pro­
vided to the Government before, during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the Government. Call identifying information ob­
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub­
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However, if such infor­
mation is not reasonably available, the carrier does not have to
modify ita system to make it available.

The third ~ment is to make intercepted messages and call
identifyins information available to government in a format avail­
able to the carrier so they may be transmitted over lines or facili­
ties leueci or proc:urecl by law enforcement to a location away from
the carrier'. premi... If'the communication at the point it is inter­
cepted i. diIi~ the carrier may provide the communication to law
eDforcement in·dilital form. Law enforcement is responsible for de­
termining if a communication is voice, fax or data and for translat­
inLit into useable form.
. The fmal requirement is to meet these requirements with a mini­

mum of interference with the subscriber's service and in such a
way that protecta the privacy of mes••gel ~d call ~dentifying in­
(ormation that are not targeted by eleetroDlc sUl"'leillance-ora~n,
aDd that maintaiDI the confidentiality of the government's Wire-
ta . .
~e committee' intends the uailtance ~m~nta in se<:tion

2602 to be both a floor and a ceilinc. The FBI DireCtOr testified
that the lqialatioD wu intended to preserve the status quo, that
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it was intended to provide law enforcement no more and no iess ac­
cess to information than it had in the past. The commlttee urg-es
against overbroad interpretation of the requirements. The leglsl.1­
tion gives industry. in consultation with law enforcement and sub­
ject to review by the FCC. a key role in developmg the techmcal
requirements and standards that will allow implementation of the
requirements. The committee expects industry. law enforcement
and the FCC to narrowly interpret the requirements.

Subsection' bJ limits the scope of the aSSistance requirements In

several important ways. First. law enforcement agenCies are not
permitted to require the specific design of systems or features. nor
prohibit adoption of any such design. by wire or electromc commu­
nication service providers or equipment manufacturers. The legIsla­
tion leaves it to each carrier to decide how to comply. A carner
need not insure that each individual component of its' network or
system complies with the requirements so long as each communtca­
tion can be intercepted at some point that meets the legislated re­
quirements.

Second. the capability requirements only apply to those services
or facilities that enable a subscriber to make. receive or direct calls.
They do not apply to information services. such as electronic: mail
services. on-line services. such as CompuServe. Prodigy. America­
On-Line or Mead Data. or Internet service providers. tThe storage
of a message -in a voice mail or E-mail "box" is not covered by the
bill. The rp.direction of the voice mail message to the"box" and the
transmission of an E-mail message to an enhanced service provider
that maintains the E-mail service are covered.' ~or does the bill
apply to services or facilities that support the transport or switch­
ing of communications for private networks or for the sole purpOSE
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about securit}
and reliability, they have established private communications net·
works for payment system data transmission traffic such as auto
mated teller machines (Ann. point of sale (credit card) verificatiol
systems. and bank wires. Some of these networks are point Ie
point. although many utilized the public network at various points
ATM networks. bankcard processing networks. automated chee)
clearinghouse networks. stock exchange trading networks. POint c
sale systems. bank wire and funds transfer systems are all eJ
eluded from the coverage of the bill. whether or not they involv
services obtained from telecommunications carriers. Private nel
works such as those used for banking and financial transaction
have not posed a problem to law enforcement; and there are goo
reasons for keeping them as closed as possible. These network.s as
not the usual focus of court authorized electronic surveillance. all
the financial infonnation travelling on these networks is alreac
available to law enforcement agencies under the bank:.ng laws.

Thus. a carrier providing a customer with a servi~e or f~cilil
tbat allows the customer to obtain access to a pubhcly SWitch,
network is responsible for complying with the capability requir
menU. On the other hand. for communications handled by multill
carriers. a carrier that does'not originate ,or -te~inate th~ messa~
but merely interconnects two other earners: IS n~~ ~ubJect to t,
requirements for the interconnection part of Its faCllitles.
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While the bill does not require reengineering of the Internet. nor
does it impose prospectively functional requirements on the
Internet. this does not mean that communications carried over the
Internet are immune from interception or that the Internet offers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue was settled in 1986 with
ECPA. The bill recognizes. however. that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public.switched network.

The bill does not cover private branch exchanges (PBX·s). This
means that there will be times when the telecommunications car­
rier will be unable to isolate the communications of a specific indi­
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies.
courts. and carriers should be sensitive. The committee does not in­
tend that the exclusion of PBX's is to be read as approval for trunk
line intercepts. Given the minimization requirement of current law.
courts should scrotinize very carefully requests to intercept trunk
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especially true of intercepts of
E-Mail and fax transmissions. In addition, carriers presented with
an order for interception of a trunk line also have the option to
seek modification of such an order.

Finally, telecommunications carrien have no responsibility to
decrypt encrypted communications that are the subject of court-or­
dered wiretaj)s. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistance under 18 U.S.C. 2518(4). Nothing in
this paragraph would prohibit a carrier from deploying an
encryption service for which it does not retain the ability to decrypt
communications for law enforcement access. The bill does not ad­
dress key escrow encryption. or the "Clipper Chip" issue. Nothing
in the bill is intended to limit or otherwise prevent the use of any
type of encryption within the United States. Nor does th~ commit·
tee intend this bill to be in any way a precursor to any kind of ban
or limitation on encryption technology. To the contrary, section
2602 protects the right to use encryption. .

Suoscction (e) allows a carrier. in emergency or exigent cir­
cumstances, at the sole discretion of the carrier. to fulfill its obliga­
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier's
premises.

Subsection (d), entitled "Mobile Service Assistance Requirement."
addresses the responsibility of the carrier who can no longer de­
liver a message or call identifying information to law e~o~m~nt
because the subscriber, the communication and the call1dentifying
information have left the carrier's service area. In such a case. the
carrier that had the assistance responsibility is not required to con­
tinue providing the government with the communication content 01
call identifying information, but must insure. that the Government
can determine which carrier or service proVIder has subsequentl~
pickec1 up the communication or call identifying information me
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begun serving the subscriber, subject to li~itations on disclosing lo­
cation information as described in section 2602(a).

Section. 2603, entitled ~otices of c~pacity requirements." places
the burden on the Government to estImate its capacity needs and
to do so in a cost-conscious manner, while also providing camers
with a "safe harbor" for capacity. Subsection (aJ requires the Attor­
ney General. within 1 year of enactment. to publish in the Federal
Register and provide to appropriate industry associations and
standards bodies notices of both the maximum capacity and the ini­
tial capacity required to accommodate all intercepts. pen registers.
and trap and trace devices the Government (including Federal.
State and local law enforcement) expects to operate simultaneously.

The maximum capacity relates to the greatest number of inter­
cepts a particular switch or system must be capable of implement­
ing simultaneously. The initial capacity relates to the nutnber of
intercepts the government will need to operate upon the date that
is 4 years after enactment:

The Attorney General is directed to develop the notices after con­
sultation with local and State law enforcement authorities and the
carriers. equipment manufacturers and providers of telecommuni­
cations support services. The Attorney General is given flexibility
in determining the fonn of the notice. For eumple. the notice may
be in the form of a specific number for a particular geographic
area. or a generally applicable formula based on the number of sub­
scribers served by a camero

Subsection. fbJ provides that telecommunications carriers must
ensure that. within 3 years after publication of the notices. or with­
in 4 years after enactment. whichever is longer. they have the max­
imum capacity and the initial capacity to execute all electronic sur­
veillance orders. If the Attorney General publishes the tirst capac­
ity notices before the statutory time of one year has elapsed. com­
pliance by carriers must be achieved at the same time as the effec­
tive date in section 2 of this bill. In the event the Attorney General
publishes the notices atter the statutory time limit. carriers will
have 3 years thereafter to comply, which time period will fall after
the effective date in section 2 of this bill.

Subsection (ci requires the Attorney General periodically to give
telecommunications carriers notice of any necessary increases in
maximum capacity. Carriers will have at least 3 years. and up to
any amount of time beyond 3 years agreed to by the Attorney Gen­
eral, to comply with the increased maximum capacity require­
ments.

Section 2604 protects systems security ~d: integrity by ~ui~ng
that any electronic surveillance effected WIthin a camer's sWItching
premises be activated only with intervention by an employee of t~e
carrier. The switching premises include central offices and mobile
tel~phone switching offices (MTSO's).

This makes clear that government agencies do not have. the au·
thority to activate remotely interceptions within the preuuses of II
telecommunications carrier. Nor may law enforcement ~Dter on~ ~
telecommunications carrie~s premises to effect an lntercept~oI
without the camer's prior knowli!dge and consent when execut~nl
a wiretap under exigent or emergency circums~ces.under S~~OI
2602(c). All executions of court· orders or authonzatlons requmnl
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access .to the SWitc~ing facilities will be made, through individual.s
authonzed and desIgnated by the telecommunlcations carner. AC:l
vation of interception orders or authorizations originatlng in loca~

loop wiring or cabling can be effected by government personnel or
by .individuals designated by the telecommunications carner, de­
pending upon the amount of assistance the government requIres.

Section 2605 requires a telecommunications carner to consult
with its own equipment manufacturers and support service provld·
ers to ensure that eqUIpment or services comply WIth the capabilit)
requirements. Manufacturers and support sel"Vices providers arE
reqUired to make available to their telecommunications carrier cus­
tomers the necessary features or modifications on a reasonabi\
timely basis and at a reasonable charge. Subsection 26051 b I cleari~
means that when a manufacturer makes available features or
modifications to permit its customer to comply with the reqUire·
ments of the bill. the manufacturer is to be paid by the carner If

accordance with normal and accepted business practices.
These responsibilities of the manufacturers and support sel"Vice~

providers make clear that they have a critical role in ensuring tha'
lawful interceptions are not thwarted. Without their assistance
telecommunications carriers likely could not comply with the capa
bility requirements.

Section 2606 establishes a mechanism for implementation of th
capability requirements that defers. in the first instance. to indw
try standards organizations. Subsection (aJ directs the Attorne
General and other law enforcement agencies to consult with ass(
ciations and standard·setting bodies of the telecommunications ir
dustry. Carriers. manufacturers and support service providers WI
have a "safe harbor" and be considered in compliance with the c,
pability requirements if they comply with publicly available ted
nical requirements or standards designed in good faith to impi,
ment the assistance requirements.

This section provides carriers the certainty of "safe harbors
found in standards to be issued under a process set up in the bi
The use of standards to implement legislative requirements is.
course. appropriate so long as Congress delineates the policy th
the ~ide1ines must meet. Skinner v. Mid·America Pipeline CI
490 U.S. 212. 220 (1989) ("It is constitutionally sufficient if Co
gresa clearly delineates the general policy."). ..

This bill. in fact. provides through the four factors an Sectl
2602 much greater specificity than found in many_ delegatio
upheld by the courts. See. e.g.• Yakus v. U.S., 3~1 U.S. 414: 4
(1944) (upholding delegation of authority to fix pnces that "Will
generally fair and equitable and will effectuate the purposes" of t
statute); FPC v. Hope Natural Gas Co., 320 U.S. 591. 600 (19­
(delegation to determine "just and reasonable" rates ut!hel~)'

The authority to issue standards to implement leglslatlon dE
gated here to private parties is well within what has been uph
in numerous precedents. In St. Louis, Iron Mt. & Southern Ry. I

v. Taylor, 210 U.S. 281 (1908). the SUR.:lme Court ~pb:eld the dt
gation of authority to the American way Association to est
lish the standard height of-draw bars for -freight can. ~n Noblec,
Industries v. Secretary of Labor, 614 F.2d ,199 (9th .Clr. 1980>.
ninth circuit sustained Congress's delegation to pnvate organ:


